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Abstract 

The UK has the largest internet economy in the G20 and has the stated ambition of 
making the UK the ‘safest place in the world to live and work online’. Cyber security has 
been elevated to a ‘tier one’ threat and is regarded by the government as both a challenge 
and as an opportunity for exporting UK expertise. Since the publication of the UK’s 
National Cyber Security Strategy (NCSS) in November 2011, the government has 
implemented many proactive as well as reactive measures to enhance both its cyber 
security capabilities as well as its market power. This article provides an analysis of the 
shift away from a reliance on market forces that dominated Western approaches to cyber 
security over the early years of this century. Specifically, it highlights three ‘market 
failures’ that have prompted UK policy responses: ongoing data breaches, the skills gap 
and inadequate private investment in cyber security. An analysis of these drivers as well 
as the responses demonstrates that the UK’s cyber security strategy has evolved from an 
initial heavy reliance on market forces and the public-private partnership to mitigate 
against threats into what is now a confident, rounded approach to balancing threats and 
opportunities. 
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1. Introduction 

The United Kingdom (UK) is at the forefront of several aspects of cybersecurity. Of the 
G20 countries, the UK has the largest internet economy as a percentage of gross domestic 
product (GDP) and has extended its lead since it was first measured in 2010 (Department 
for Digital, Culture Media & Sport 2017). The digital sector accounts for 16% of the UK 
domestic output, 10% of its employment, and 24% of the UK’s exports (Chakravorti and 
Chaturvedi 2017, 40). With companies such as BAE Systems and Qinetiq as well as its 
commitment to offensive cyber programs, the UK has emerged as a key player in the 
cybersecurity industrial complex. 

The UK government upholds an active commitment to fostering its international status in 
this sector. Since the publication of the UK’s National Cyber Security Strategy (NCSS) in 
November 2011, the government has implemented many proactive as well as reactive 
measures to enhance both its cyber security capabilities as well as its market power. The 
government released investments of £860 million for its National Cyber Security 
Program (NCSP) for the period from 2011 to 2016 (Cabinet Office 2011), and boosted its 
spending to £1.9 billion for its cyber security vision from 2016 to 2021 (Cabinet Office 
2016a). The UK’s success in digitizing its economy has made it an exemplar for other 
states with similar ambitions. Its policy approach has evolved from an initial heavy 
reliance on market forces and the public-private partnership to mitigate against threats 
into what is now a confident, rounded approach to balancing threats and opportunities. 
The UK is therefore a useful case study as it can be expected to be emulated by others.  

Having been nominated as a ‘tier one’ threat, cyber security is now central to UK national 
security. Over the years, the government’s efforts to improve cyber security and promote 
growth in its corresponding industrial sector have been led by a number of departments 
with changing names, roles, and functions. These have generally included the Cabinet 
Office, the Department for Business, Innovation and Skills, the Government 
Communications Headquarters (GCHQ), the Department for Digital, Culture, Media and 
Sport (DCMS) and most recently, the Department for International Trade. These and 
other institutions and agencies are at the forefront of the attempts to make the UK not 
only resilient to digital attacks or system failures, but also to promote the UK’s cyber 
security industry and enhance development and growth in this space. 
 
Cyber security is central to the UK government’s aim to make the UK ‘the safest place in 
the world to live and work online’ and one of the world’s leading digital nations (NCA 
2018, 2). This theme runs through major policy documents including the Digital Strategy, 
the Digital Charter, the Cyber Security Export Strategy and the National Cyber Security 
Strategy. However, one of the discursive challenges one faces in discussing cyber 
security is the breadth and depth of the landscape that the term can refer to. This 
introduces a number of complexities facing those responsible for developing national 
cyber security strategies and corresponding policies. First, cyber security intersects with a 
wide range of sectors, economic factors and issue areas. Second, and relatedly, it affects 
diverse groups of actors in different ways. Third, and critically for policy makers, these 
sectors and actors can have competing or even conflicting interests and agendas – all of 
which need to be taken into account, balanced and addressed in a (hopefully) cohesive 
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manner. Complicating all of this, is the rapid pace that digital technologies continue to be 
developed and incorporated into societal practices, processes and institutions.  

There are a number of key issues that drive UK policy on cyber security. These include 
domestic level factors common to many states, an ambition to grow the cyber security 
industry including as an export sector, and the expectation that the UK will continue to 
play a global leadership role in cyber security. In the following, we examine the UK’s 
development of industrial policy to configure its cybersecurity market (Aggarwal and 
Reddie 2018). 

Domestic Cyber Security 

In common with every industrialized state, ensuring a level of cyber security in the 
domestic context is a high priority in the UK. Citizens have the right to feel safe online 
(as they do in the physical world) and, to some extent at least, this is regarded as a 
responsibility or even the purpose of the state. Protecting vulnerable sections of the 
community like children, ensuring financial transactions are secure, and preventing 
identity theft are expectations of the state held by civil society in the 21st century. The 
broader implications of this law and order element for social stability and the 
enforcement of the social contract are as important online as they are in the physical 
world. 

Critically for governments like the UK, addressing these expectations is understood to be 
fundamental to further optimizing the benefits of the digital economy and the future of 
innovation. Maintaining public confidence in the uptake of emerging technologies is seen 
as central to their widespread adoption and this, in turn, is central to maximizing the 
considerable public benefits believed to derive from intensified implementation of digital 
technologies. Technological adoption and acceptability is also believed to have 
significant implications for the ‘digital economy’ and this creates a direct link to national 
security. Thus, the latest UK Industrial Strategy explicitly states that the UK will seek to 
‘strengthen overall data security, reinforcing the UK’s position as a global centre for 
cybersecurity’ (BEIS 2017, 40). 

Growing the Cyber Security Industry 

The imperative of providing cyber security support to UK businesses is linked to the 
future prospects of the digital economy. Of particular concern are small and medium 
enterprises (SMEs) which often lack the resources and expertise that larger firms draw 
upon for their own cyber security (Carr 2016). Efforts to deliver this support is 
channelled through a number of public and private initiatives which are frequently 
revised and re-evaluated to ensure maximum efficacy and impact.  

In addition, the UK also regards the cyber security industry as a global export service that 
has implications for continuing to build the reputation of the UK as a global leader in the 
cyber security sector. In 2018, the Department for International Trade produced its Cyber 
Security Export Strategy in which it projects exports growing to £2.6B by 2021 (DFIT 
2018, 12). However, growing both the internally and externally facing cyber security 
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sectors is hampered by recruitment and retention challenges as relevant personnel are 
highly valued and operate within a fluid and dynamic job market. These recruitment and 
retention challenges are often expressed in terms of the ‘skills gap’ which is addressed 
through multiple initiatives including the £20M Cyber Discovery Programme announced 
in the Industrial Strategy which is expected to engage 6,000 school children by 2021 
(BEIS 2017, 109). 

International Dimension 

The UK has played (and aspires to continue to play) a global leadership role in terms of 
international cooperation on cyber security debates and negotiations. This is evident in its 
prominent role in various international fora where cyber security is negotiated such as the 
UN Group of Governmental Experts on Developments in the field of information and 
telecommunications in the context of international security (UNGGE) which works to 
develop consensus on exactly what constitutes responsible state behaviour in cyberspace. 
This ambition to global leadership is also evident in the UK’s establishment of the Global 
Conference on Cyber Security – otherwise known as the ‘London Process’. This meeting 
was initiated to provide a space for political actors (and industry/third sector) to discuss 
mechanisms for practical cooperation, to develop cyber norms, and to work on capacity 
building measures that will enhance global cyber security.  

The UK’s engagement with international aspects of cyber security is also bolstered by its 
membership of the intelligence sharing group, the ‘Five Eyes’ – consisting also of the 
US, Canada, Australia and New Zealand. This has proven to be one of the most important 
intelligence sharing communities in the post WWII era and continues to be highly valued 
by its members in the context of the information age. 

The central lens applied to all articles in this project is that of market failures and 
responses to those market failures. The three key issues of concern outlined above have 
been analysed in this paper through a comprehensive study of UK cyber security 
initiatives.  In the UK case, market failures have been identified and drawn out through 
the analysis of two consecutive National Cyber Security Strategy documents.  

The first UK National Cyber Security Strategy was published in 2011 and covered the 
five subsequent years to 2016. The second UK National Cyber Security Strategy was 
released in 2016 and runs until 2021. There was a significant shift in tone from the first to 
the second which clearly highlights how the UK government perceived the market as 
having failed to deliver on expected goals.  

The paper proceeds as follows. First, we outline three major market failures that emerged 
from the comparison of these two strategy documents. These include ongoing data 
breaches, failure of the private sector to invest adequately, and the skills gap. We then 
introduce the major initiatives that the UK has implemented to address those market 
failures. Following this, we discuss the state-society dynamics particular to the UK which 
influence decision making on approaches to cyber security market failures and we 
highlight some of the effects of the initiatives undertaken before drawing conclusions 
about the UK’s overall posture. 
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2. Market Failures in the UK 

As discussed earlier, governments are engaged with cyber security on so many levels and 
in so many ways that discussing any dimension of it in a homogenous way is not 
possible. A recent mapping study of cyber security policy in the UK government 
identified hundreds of nodes and initiatives, ranging from data protection, network 
security, privacy concerns, national security, defence, economic security, infrastructure, 
innovation and many more (Carr et al, forthcoming 2018). In order to narrow the scope of 
analysis, this article focuses on market failures perceived by the UK government through 
the changes from its first National Cyber Security Strategy issued in 2011 to its second 
issued in 2016.  

National Cyber Security Strategies reveal much about the way a government perceives 
the issue at a less granular level. They are carefully crafted to draw out the issues of most 
significance to the state and provide insight into perceptions of the UK’s place in an 
international order as well as its domestic conditions. In the UK, as in many other states, 
the first two decades of cyber insecurity were approached by the government as a public 
problem that would be best addressed by the private sector through market forces (Carr 
2016). Indeed, this belief in market forces meant that the government’s role was 
understood chiefly to ‘stay out of the way’ of private actors which, if left unencumbered 
by regulation, would address the challenges of cyber security more quickly and 
efficiently than they would with the burden of government intervention.  

While the UK still takes a relatively light touch to cyber security regulation, the failure of 
the market to adequately resolve persistent and wide spread cyber insecurity resulted in a 
notable shift from the National Cyber Security Strategy produced in 2011 to the follow-
on strategy released in 2016. In 2011, much was left to the market to ‘drive the right 
behaviours’ (Cabinet Office 2016a, 27) but in 2016, it was explicitly acknowledged that 
‘the combination of market forces and government encouragement has not been sufficient 
in itself to secure our long-term interests in cyberspace at the pace required’ (Cabinet 
Office 2016a, 27). ‘The market is not valuing, and therefore not managing, cyber risk 
correctly’ (Cabinet Office 2016a, 27). While there are many dimensions of cyber security 
that the UK government recognizes as within its own mandate and sphere of 
responsibility, there are some aspects that are considered critical to the national interest 
but remain in the dominion of the private sector. 

The 2016 NCSS states that in 2011, the government expected that a combination of 
‘commercial pressures and government-instigated incentives to ensure adequate business 
investment in appropriate cyber security’ would ‘stimulate a flow of investment into our 
industry’ and ‘encourage an adequate pipeline of skills into the sector’ (Cabinet Office 
2016a, 27). Despite some progress, ‘the combination of market forces and government 
encouragement has not been sufficient’ and consequently, while the market continues to 
have a role to play, the government must now ‘set the pace in meeting the country’s 
national cyber security needs’ (Cabinet Office 2016a, 27). The language of this document 
could not be more clear - the UK recognized and responded to a market failure in cyber 
security. 
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These two documents highlight what the UK government’s expectations were in terms of 
the cyber security sector, which of those expectations were not met in the five-year 
interim period, and what measures the UK government planned to put in place in order to 
mitigate against these ‘market failures’. Three primary (and related) issues emerged as 
requiring additional government intervention: continued insecurity of private sector 
networks, a lack of private investment in the sector, and the skills shortage. 

Ongoing Data Breaches 

Like the US and other countries with major digital economies, the UK has experienced a 
number of high profile data breaches, notable both for the scale of the data lost and for 
the sensitivity of the exposed data. Global incidents like the Uber, Yahoo and Equifax 
breaches affected many UK citizens by exposing their personal and financial data. A 
2018 attack on UK ticket re-seller Ticketmaster further exposed the vulnerabilities 
inherent in complex supply chains as a sub-contractor operating a service on the 
Ticketmaster website was found to be responsible. (Priday 2018). The problem goes 
beyond large firms though. The 2018 UK Data Breaches Survey found that 43% of UK 
businesses identified at least one breach or attack in the last year (DCMS 2018, 1).  

While there is some agreement that eliminating the potential for data breaches altogether 
is perhaps not realistic, each of these events raised questions about whether the business 
in question had acted responsibly or in line with government and societal expectations to 
protect sensitive data. A joint report published by the National Crime Agency and the 
National Cyber Security Centre detailed the UK response to some of the biggest recent 
data breaches. It explained that in the case of the Verizon data breach that exposed the 
customer data of 14 million people, the access was obtained simply by guessing the 
correct web address. The Uber breach involved the data of 57 million accounts which 
was unencrypted. And an aggregated database collated from multiple breaches was found 
to contain ‘1.4 billion credentials in clear text including unencrypted and valid 
passwords’ (NCA, 2018, p.10). 

In October 2015, UK telco TalkTalk suffered a significant breach. Although the number 
of affected customers was not especially high, this event marked a shift in government 
and public tolerance for data breaches – especially those seen to have been easily 
preventable. ‘Too many networks, including in critical sectors, are still insecure… Too 
many organizations are still suffering breaches at even the most basic level’ (Cabinet 
Office 2016a, 27). The suggestion that businesses had been lacking was part of a 
narrative around a failure at the board level to invest adequately in cyber security. 

Lack of Private Investment 

The new National Cyber Security Strategy is explicit that organizations and company 
boards must invest – in technology, staff, systems their supply chains in order to 
‘maintain a level of cyber security proportionate to the risk’ (Cabinet Office 2016a, 41). 
However, exactly how boards understand and evaluate cyber risk is not clear. 
Government perceptions of cyber risk as well as the appropriate measures and levels of 
investment to mitigate against that risk can vary significantly from those of the private 
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sector (Carr 2016). Boards view cyber security as any other business risk and assess it in 
terms of factors like business continuity, return on investment and risk management – 
factors that do not always align with the views of governments that take a broader view 
of the relationship between the digital economy, national security and the national 
interest. 

In addition, it has become clear that there can be a significant disjuncture between the 
motivation for boards to invest in cyber security and the drivers presented to them from 
their technical executives. In recent work carried out as part of a larger research project 
into board incentives for cyber security investment, it was found that the providers of 
cyber security metrics focused on technical factors that are not (or are unable to be) 
translated into business relevant metrics (Carr and ?? 2018). For example, providers 
noted that useful metrics for the board include ‘DNS trace data above recursive resolver’, 
‘number of detected network intrusions’ and ‘number of password reset requests’. 
Consumers of metrics on the other hand (board and policy community), recorded their 
preferences as including ‘return on investment’, ‘metrics in terms they understand, e.g. 
business language’ and ‘what their uninsured risk is’ (Carr and ?? 2018). 

Skills Gap 

One of the key challenges facing these governmental efforts to shape the industrial 
structure of the cybersecurity sector involves the recruitment of personnel. According to 
the Global Information Security Workforce Study (GISWS) study, there is expected to be 
a global cybersecurity workfare shortage of 1.8 million cybersecurity professionals by 
2022 (Center for Cyber Safety and Education and (ISC)2, 2017). The demand for these 
professionals would be strongest in Israel, followed by Ireland and the UK (Culbertson et 
al., 2017). A competitive analysis of the UK cybersecurity sector by Pierre Audoin 
Consultants for the Department for Business, Innovation and Skills in (2013) revealed 
that one of the key barriers to UK’s cybersecurity growth is the availability of skills. 
Similarly, the National Audit Office expressed concern over the lack of suitable 
cybersecurity employees (Morse, 2013). Low numbers of professionally accredited 
practitioners and the relatively high salaries commanded by those with experience are 
some of the dilemmas that the UK market is facing.  

The UK government has put significant resources towards this with many, many 
initiatives, programs and funding but the problem persists (Tanczer and Carr 2018). The 
skills gap continues to be perceived as a key market failure in the UK and to some extent, 
this skills gap is seen as undermining all other efforts to develop a stronger cybersecurity 
industry as businesses and the public sector alike continue to struggle to recruit and retain 
talent.  

The UK government approaches these three distinct but related market failures in cyber 
security through a combination of incentives, guidelines, and pressure points. These can 
be understood at ‘market modifying’, ‘market facilitating’ and ‘market substituting’ 
initiatives. These are outlined below and help to further illustrate current UK industrial 
policy in cyber security. 
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3. Inventory of Measures 

There have been a number of initiatives introduced in the UK in order to address the 
market failures described above. The 2016 NCSS explains that further government 
investment and initiatives are motivated by an understanding that ‘the current approach 
will not in itself be sufficient to keep [the UK] safe’ (Cabinet Office, 2016a, p.13). In 
addition, ‘a market based approach to the promotion of cyber hygiene has not produced 
the required pace and scale of change’ and ‘the UK needs a vibrant cyber security sector 
and supporting skills base’ (Cabinet Office, 2016a, p.13-14).  

Some of these initiatives include regulatory mechanisms to mitigate against data 
breaches, specifically the EU General Data Protection Regulation (GDPR), the EU 
Network and Information Systems (NIS) Directive for critical infrastructure, (both of 
which are expected to be adopted if the UK exits the EU), and the UK Data Protection 
bill. There has also been a range of skills and education initiatives intended to grow an 
educated and able cyber security workforce. There have also been some measures to 
counter the lack of private investment by supporting promising start-ups to reach market 
viability. 

Regulatory Measures 

Data breaches are an increasingly important element of overall cyber security 
frameworks. As the world becomes ever more reliant on data flows (and the integrity of 
those data flows) through innovations like the Internet of Things, automation and 
machine learning, data becomes a more and more integral element of the smooth 
functioning of a state and more valuable target for malicious activity. In addition, 
personally identifiable data is recognized to hold the potential for a range of violations of 
individual safety, security, and human rights. This means that data breaches take on a 
new and more substantive significance as they are perceived as a threat to social stability 
and human rights. They are also perceived as one of the possible barriers to wider uptake 
of still emerging technologies and thus, a threat to the digital economy based on 
continuous innovation.   

Regulatory approaches to data protection and privacy are currently (June 2018) under 
transition in the UK. The General Data Protection Regulation (GDPR) took effect on 
May 25, 2018. The Queen’s speech in June 2017 contained an announcement that the UK 
would be replacing the existing data protection legislation with a new Data Protection 
Bill which would effectively implement the GDPR (HRH Queen Elizabeth, 2017). This 
was confirmed in September 2017, when the Information Commissioner issued a 
statement to confirm that the UK’s departure from the EU would not affect the 
implementation of the GDPR (ICO, 2017). 

These regulatory responses to market failures in cyber security can be understood as 
‘market modifying’ initiatives. They involve the creation of regulations that attempt to 
change the conduct of key actors, the objects, medium or terms of exchange, in order to 
produce outcomes different from those the market would otherwise produce. 
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The General Data Protection Regulation 

The General Data Protection Regulation (GDPR) is a European response to several 
decades of market failure to protect and uphold human rights online. It is intended to 
empower EU consumers and data subjects in a range of ways including enhanced 
consent, knowledge of data flow destinations, and control over personal data use. The 
GDPR is also intended to provide an additional incentive to invest in the prevention of 
data breaches for organizations that collect and share personal data. The GDPR applies to 
any organization doing business in the EU regardless of where they are headquartered.  

Significantly this means that non-EU firms that handle personal data of EU citizens must 
now comply with the regulatory framework or face consequences. From May 2018, 
organizations that suffer a breach of personal data can attract a penalty of up to 4% of 
total global annual revenue or €20 million (whichever is greater). In effect, this is a 
fundamentally new approach to the territory of the market. It is an example of innovation 
in regulation that moves beyond the ‘transnational corporation’ model to an approach to 
market provision that recognizes the global nature of an individual’s data footprint – a 
shift that will be important in terms of accommodating still emerging technologies and 
intensified data flows. 

The 2016 NCSS refers to the GDPR as a lever to ‘drive up standards of cyber security’ 
(Cabinet Office 2016a, 27). The National Cyber Security Centre stipulates that this 
approach ‘does not mandate a specific set of cyber security measures’. Rather, it places 
the expectation on organisations to take ‘appropriate’ action. This leaves the 
responsibility for managing risk in the hands of the board but it provides much more 
clarity about how that risk is to be understood and perceived (NCSC 2018a). 

ePrivacy Directive 

In 2015 the European Commission undertook a Regulatory Fitness and Performance 
(REFIT2) evaluation in order to assess the extent to which the ePrivacy Directive had 
achieved its main objectives and whether these rules were still fit for purpose in an 
evolving regulatory and technological context. The evaluation found that although the 
Directive continued to be relevant to the objectives of ensuring privacy and 
confidentiality of communications, ‘some of its rules are no longer fit for purpose in light 
of technological and market developments and changes in the legal framework’ 
(European Commission 2017, 2).  

Significantly, for this paper, the ePrivacy Directive was found to be placing an unfair 
burden on some market players over others. Providers of electronic communication 
services were subject to rules that did not apply to 'Over-the-Top services' (OTT) such as 
‘Voice over Internet Protocol’ (VoIP) services like Skype or instant messaging. This was 
creating a ‘regulatory asymmetry’ and an unintended market advantage for the providers 
of OTT services (European Commission 2017, 3). The Directive ensures the protection of 
fundamental rights and freedoms, in particular the respect for private life, confidentiality 
of communications and the protection of personal data in the electronic communications 
sector.  
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The ePrivacy Directive forms the basis for the UK implementation of the Privacy and 
Electronic Communications Regulations (PECR). The deadline for updating these 
initiatives was the same as the GDPR – May 2018. 

Networks and Information Systems (NIS) Directive 

The UK is also implementing the EU directive on the security of Networks and 
Information Systems (known as the NIS Directive). This reflects the understanding of the 
criticality of information infrastructure to the provision of essential services in the UK. 
The NIS Directive aims to ‘raise levels of the overall security and resilience of network 
and information systems’ (NCSC 2018b). The NIS Directive establishes a legal 
framework to ensure that the owners and operators of critical systems take ‘appropriate 
and proportionate security measures to manage risks to their network and information 
systems’. Again, as with the GDPR, these measures are not specified and ‘appropriate 
and proportionate’ are not defined. This leaves organisations to assess their risk 
independently and justify the measures they take to mitigate against it. Failure to do so 
would expose them to consequences and they are now required to notify serious incidents 
to their relevant national authority. 

These shifts in regulatory approaches are indicative of a growing acknowledgement that 
the market has failed to deliver what is regarded as adequate levels of cyber security – 
both in terms of protecting data and in terms of protecting critical systems. In other areas 
of market failure like the skills gap, market substituting initiatives have been 
implemented. 

Skills Initiatives 

Market substituting initiatives are those that involve the allocation or redistribution of 
resources in pursuit of desired outcomes. The clear link between the UK market’s 
competitiveness and the update and application of technology in the workforce was 
highlighted in the Digital Skills for the UK Economy (Department for Business, 
Innovation & Skills and Department for Digital, Culture, Media & Sport 2016) as well as 
the Digital Skills Crisis Report which were published in the same year (Science and 
Technology Committee 2016). Both documents revealed the mismatch between the types 
of skills on offer in the present labour market and those skills demanded in the field. The 
publications uncovered a market failure that the UK government would have to address. 
They re-emphasized points made repeatedly throughout the past years, bringing greater 
attention to cybersecurity education and heightening the pressure for additional 
government interventions. 

Summary of the UK Government’s Skills and Education Initiatives (2016) 

Initiative/Policy/Publication Description 
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Digital Skills for the UK Economy Report aimed to improve the understanding of the current and 
future demand for, and supply of, digital skills in the UK economy 

Cyber Aware Teacher Continuing 
Professional Development (CPD) 

Course and accreditation for primary and secondary school 
teachers to gain more knowledge about cybersecurity and share it 
with their students 

Digital Skills Crisis Report A Science and Technology Committee report which highlighted 
that the UK faces a digital skills crisis 

Certified Cyber Security Consultancy 
Scheme 

Scheme to certify services providing proof that they meet the 
NCSC's standard for high quality, tailored cyber security advice 

Cyber Retraining Academy Initiative is run in partnership with SANS Institute and helps those 
already in the labour market to change careers and become 
cybersecurity professionals 

National Cyber Security Strategy  UK’s second National Cyber Security Strategy was released in 
November 

Digital, Data and Technology 
Profession 

Commissioned by the Civil Service to lead on a number of cross-
government actions, including the development of a national 
framework of digital, data and technology job roles 

Cybersecurity in Computer Science  Cybersecurity becomes mandatory subject in UK’s computer 
science degrees 

 

There have been two clear points of focus in the UK’s endeavours to improve indigenous 
skills through education. First, there have been some limited initiatives to enhance 
cybersecurity education for primary and secondary school students. This has been 
important because by late secondary school, UK students are typically specializing in 
only three, rather than a broad range, of subjects. Hence, they begin to narrowly focus 
their education at a relatively young age. The second and much more extensive area of 
investment has come at the tertiary level through an array of funded PhD programs and 
research initiatives. These activities have been largely linked to investments in the 
academic community with the establishment of dedicated research centres and institutes. 
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In terms of tertiary education and the academic research community, the establishment of 
Academic Centres of Excellence in Cyber Security Research (ACE-CSRs) was a major 
step. This indicated a preference for concentrating resources and efforts rather than 
widely dispersing and potentially diluting them. Appointed institutions are considered to 
conduct leading-edge, world-class research in cybersecurity and are expected to bid for 
both open research funding calls and some that are restricted to ACE-CSRs only. These 
centres have good relations with the UK’s National Cyber Security Centre (NCSC); 
although they were formally selected by the GCHQ and the Engineering and Physical 
Sciences Research Council (EPSRC) (National Cyber Security Centre 2017) which is the 
UK's main agency for funding research in engineering and the physical sciences.  

At the primary and secondary school level, a dedicated guide for teachers was produced 
and disseminated, outlining the range of cybersecurity programs, learning resources, and 
activities for schools and further education (Department for Business, Energy & 
Industrial Strategy 2015). The guide was meant to support teachers in incorporating 
cybersecurity into their daily practices. Additionally, an accreditation program for 
primary and secondary teachers who wish to gain more knowledge about cybersecurity 
and disseminate skills to students was set in place. The Cyber Aware Teacher Continuing 
Professional Development (CPD) is run by Tech Partnership3 and is a series of free 
online resources ranging from modules on password security to information about 
malware and other cybersecurity threats.  

Some of the groundwork laid out in the earlier mentioned NCSS found implementation in 
2017. It marked a time of heightened efforts to increase the diversity of the future talent 
pool and the stronger involvement of industry actors in the educational programs that 
were hitherto proposed.  

A core piece in these efforts was the publication of a dedicated UK Digital Strategy, 
released in February 2017 (Department for Digital, Culture, Media and Sport 2017). The 
document proposed a range of initiatives and followed up on the earlier issued Industrial 
Strategy. In spite of its intentions, the UK Digital Strategy has been criticized by industry 
actors for not having provided enough detail to make its proposals credible (Reeve 2017). 
The Digital Skills Partnership marks a corner piece of the Strategy and pledges millions 
of free digital training opportunities, offered by large private sector organizations such as 
Google, Lloyds Banking Group and Barclays. It ties in with a £20 million initiative that 
aims to fund extracurricular school programs aimed at developing skills at the secondary 
school level.  

Summary of the UK Government’s Skills and Education Initiatives (2017) 

Initiative/Policy/Publication Description 

                                                
3	The Tech Partnership is a UK network of employers collaborating to create the skills for the digital 
economy. 
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CyberFirst Girls Competition First dedicated competition to inspire and encourage young girls as 
part of the CyberFirst scheme in January 

UK Digital Skills Strategy  Released in February, the strategy sets out how the UK will 
develop a world-leading digital economy 

Cyber Security Apprenticeships for 
Critical Sectors 

Scheme aims to develop and recruit security professionals which 
will be employed in energy, water and transport companies 

Digital Skills and Inclusion Policy Released in April, the policy provides an overview of government 
digital skills and inclusion work 

Academic Centres of Excellence in 
Cyber Security Research 

Two further UK universities recognised as ACE-CSRs (Edinburg 
and Warwick) 

Extra Curricular Cyber Schools 
Programme 

Government committed £20m to fund an extracurricular school 
programme aimed at developing the cyber skills of secondary 
school students which is to begin in September  

Digital Skills Partnership (DSP) DSP brings together partners from public, private and charity 
sectors to offer free skill trainings  

 

The 2016 NCSS further emphasized an objective to sustain “the best possible home-
grown cyber security talent” (Cabinet Office 2016a, 55). It outlines five points upon 
which the government will measure the success of its ambition, including (a) effective 
and clear entry routes into the cybersecurity profession which are attractive to a diverse 
range of people; that cybersecurity (b) has become an integral part of relevant courses 
from primary to postgraduate level; (c) is an acknowledged profession and achieved 
Royal Chartered Status; (d) is integral part of continual professional development even 
for non-cybersecurity professionals; and (e) that both the government and the Armed 
Forces have access to cyber specialists. It remains to be seen if these objectives will be 
achieved within the remaining three years of the Strategy.   
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4. State Society Dynamics 

As this analysis demonstrates, the cyber security industry in the UK has been in fairly 
close engagement with the government. A collegial relationship marks their cooperation, 
considering that both the public and the private sector equally share the recruitment 
problems in this space and equally profit from these investments. The Digital Skills 
Partnership is one of the most recent outcomes of this intensified liaison. It aims to link 
the government with business, charities and voluntary organizations and resulted in a 
range of training courses offered from private sector organizations. While these activities 
raise the responsibility for industry stakeholders to a new level, many of the earlier 
outlined programs were already developed in close exchange with business 
representatives and carried the handwriting of both public and private players.  

In terms of regulatory shifts, many companies have expressed concern at the cost and 
complexity of GDPR compliance but recent events such as the Cambridge 
Analytica/Facebook misuse of personal data and the allegations of public opinion shifts 
in US and UK elections have resulted in increased awareness among the general public. It 
is too early to gauge the impact of these recently introduced initiatives but it is reasonable 
to conclude that the introduction of them in itself registers a shift in the dynamics 
between state, society and the private sector. They certainly reflect a growing recognition 
that the private sector has not been stimulated by market drivers to implement the levels 
or type of cyber security expected by other actors.   

In terms of skills development, past efforts may have yielded fruit. The most recent A 
level (final high school examination) results lists maths as the most popular A level with 
maths and further maths having nearly 25% more entries than in 2010 (SC Media UK 
2017). Whether the rising numbers of students interested in this subject are due to the 
greater awareness of career opportunities associated with cyber security as a consequence 
of all government initiatives, remains unclear; but it is certainly an important and 
promising indicator of movement in the right direction.  

The UK’s emphasis on education as a form of industrial policy and the breadth of 
measures taken by the government to close the skills gap can also be a helpful tool for 
fostering multilateral cooperation in this space. The first NCSP invested over the course 
of its period £8.1 million in international engagement and capacity building (Cabinet 
Office 2016b). These initiatives were primarily focused on strengthening trans-border 
cooperation to reduce cybercrime and the UK’s participation in multi-national exercises 
to strengthened skills and operational links with other nations. Some specific initiatives 
that underpinned these international engagements included the UK’s participation (along 
with all Security Council members and a rotating list of additional states) in the UN 
Group of Governmental Experts process, which was active in developing 
recommendations for responsible state behaviour online. The UK took a lead in initiating 
the Global Conference on Cyber Space – otherwise known as the London Process, that 
began in London in 2011 (Cabinet Office 2016b). Specifically, the Global Forum on 
Cyber Expertise (GFCE) is thereby noteworthy. It is an international platform to 
coordinate and share best practice in cybersecurity capacity building, which can feed 
back to strengthening best practices and cybersecurity expertise nationally. Through these 
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and certainly many other international activities, the UK has built a consensus among 
like-minded states on a range of cybersecurity issues and cybersecurity capacity building 
in particular (Cabinet Office 2016b).  

In spite of these successes, some essential issues remain unaddressed and stand in the 
way to further expand and diversify the UK’s talent pool of the future. Firstly, many of 
the above outlined measures are predominantly citizen-centric, with programs being 
restricted to UK nationals. In 2016, around 1 in 7 (14%) of the 64,727 million residents in 
the UK were born abroad and 1 in 11 (9%) held a non-British nationality (Office for 
National Statistics 2017). While many of these non-British nationals account for 
European Union (EU) citizens who, at the moment, can participate in these schemes, the 
emerging exit of the UK from the EU (i.e., Brexit) may create unexpected challenges, 
both when it comes to non-citizens ability to participate in such initiatives as well as their 
chance to engage in the cybersecurity labour market that desperately requires suitable 
employees. Although such restrictions may seem reasonable in light of the fear of a 
potential “brain drain” when investing in foreign nationals who potentially return to their 
home countries (Pierre Audoin Consultants, 2013), tackling global problems can only 
profit from a global workforce. Brexit, thus, has the potential to decrease attraction of an 
international talent pool and may negatively affect UK’s relationship with Europe. The 
restrictive inward-looking worldview the UK is currently pursuing may therefore be one 
emerging market failure that the UK’s industrial policy will be facing in the near future. 

A second point of concern is the England-centric approach that the UK government is 
pursuing. Earlier mentioned curriculum changes apply solely to the English schooling 
system, as Wales, Scotland and Northern Ireland have sovereign power over educational 
decisions (Crick and Moller 2015; Morris 2012). Thus, statements such as that “cyber 
security is now included at every level of the UK’s education system” (Cabinet Office 
2016b, 26) effectively translate into ‘at every level of the English education system’. As a 
result, skewed attention may be paid to the needs and demands of the rest of the UK’s 
education system with the potential of unequal skill developments across the nation.  

5. Conclusion 

The UK case provides some interesting contrasts from the past to the present (and likely 
future). The key shifts in industrial policy for cyber security have emerged through the 
sentiment that the market has not delivered adequately – either in scale or in scope. This 
has been explicitly expressed in the 2016 National Cyber Security Strategy which 
highlights the nature of market failures that have characterized the sector in the UK. 
These are characterized by three key issues: continued breaches, the skills gap and the 
failure of UK PLC to invest. 

The initiatives implemented to address these market failures have predominantly taken 
the form of market modifying and market substituting approaches. New regulatory 
frameworks like the General Data Protection Regulation, the ePrivacy Act and the 
Network and Information Systems Directive all take a more assertive approach to 
directing the private sector to deliver data security and network security that is more 
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aligned to expectations of society. They are also more aligned with the government’s 
expectations of the potential for the digital economy to deliver benefits to the UK. 

Essentially, designing and implementing an industrial strategy for cyber security for any 
country is only a small part of the challenge. Rather, as this special issue highlights, the 
real challenge lies in understanding the particular dynamics of an increasingly globalized 
market, an international and interdependent data/network ecosystem, and the expectations 
of society as we move closer and further into the fourth industrial revolution. 
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